How to setup and use Microsoft Self Service Password Reset and Microsoft Authenticator (students)

Sections in this knowledge base article

Install and setup the MS Authenticator App

Reset your forgotten password or unlock your
account

Change your password

Install and setup the MS Authenticator
App on your phone or tablet

Complete the following steps.

1. On your phone or tablet (device) open the App
Store. (images used are from an iPhone)
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2. Using the search feature type microsoft
authenticator and select the result.
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Q. microsoft authenticator

3. From the App information screen, click GET or
INSTALL to install the App on your device. Do NOT
login to the app - your account will be added via a
QR code.
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4. Open a browser on your desktop/tablet and go
to https://aka.ms/mfasetup

5. Enter your Holmesglen email address and click
Next to start the sign in process.

B® Microsoft

Sign in

jstudent23@student.holmesglen.edu.au

No account? Create onel!

Can't access your account?

q Sign-in options
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6. Enter your password and click Sign in.

Ho|mesg‘er
< jstudent23@student.holmesglen.edu.au

Enter password

----------

Forgot my password

=

7. You will be prompted that more information is now

required to access the application or device. Click
Next.

Fo|mesg|er
jstudent23@student.holmesglen.edu.au

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

8. If you have installed Microsoft Authenticator on
your device, click Next.


https://aka.ms/mfasetup
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

9 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose
"Next'

| want to set up a different method

9. On the Set up your account screen, click Next.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work

pack m

or school”.

L want to set up a different method

10. A QR code will be displayed on the screen.
Scanning the QR code will automatically set up your
Holmesglen account in the Microsoft Authenticator

App.

Open the Microsoft Authenticator App on your device.
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Ready to add your
first account?

Any Microsoft account or other type of
account you add will appear here

Add account

Already have a backup?

11. Click Add account and select Work or school.
Select Scan QR code. If prompted, allow
Authenticator to access the camera.

Add work or
school account

Signin
Scan QR code

12. Position the device’s camera over the computer
screen to read the QR code. Your account will be
automatically setup in the App.

Scan QR code

Your account provider will display a
QR code
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13. On the QR code screen, click Next.

?

Keep your account secure

Your organisation requires you to set up the following methaods of proving who you are.

Microsoft Authenticator

[Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the
Microsoft Authenticator app with your account

After you scan the QR code, choose “Next".

Can't scan image?

Back Next

L want to set up a different method

14. Microsoft will send an approval request to your
mobile device.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

N

Microsoft Authenticator

- Let's try it out
Approve the notification we're sending to your app by entering the
- number shown below.

15

Back

L want to set up a different method

15. On your mobile device, type in the number
displayed on your computer screen and click Yes.
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16. Your computer screen will then display an
approval message. Click Next to continue.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v/

~ -

want to set up a different method

17. A success screen will be displayed, indicating you
have correctly setup the Authenticator App. Click
Done.
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are,

Success!

[Great job! You have successfully set up your security info. Choose "Done” to continue signing in)

Default sign-in method:

A
Microsoft Authenticator

18. Signing in will proceed. You have now setup the
Self-Service Password Reset service on your
Holmesglen account.

Reset your forgotten password or unlock
your account

If you have forgotten your password or your account
is locked, you can reset it.

19. Open a browser on your device and go to
https://passwordreset.microsoftonline.com.

20. Enter your Holmesglen email account and
complete the character verification, then press Next.

ho‘mesg|en
Get back into your account

Who are you?

To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username: *
gl

Il jstudent23@student.holmesglen.edu.au l I

Example: user@contoso.onmicrosoft.com or user@contoso.com

~&Z

D5V4|
nter the characters in picture or the words in the audio. *

cance'
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21. Select I forgot my password if you have
forgotten your password or I know my password,
but still can’t sign in if your account is locked.
Press Next.

ho’mesg ‘en

Get back into your account

Why are you having trouble signing in?

I@I forgot my password I

No worries, we'll help you to reset your password using the security info you registered with us.

O1 know my password, but still can't sign in
This might happen because you tried signing in with an incorrect password too many times.
If you choose this option, you'll keep your existing password and we'll unlock your account so you can sign in again.

22. You will now need to open up the MS
Authenticator App on your phone/tablet.

23. Click on your Holmesglen account to view the
one time password code.

Holmesglen Institute

jstudent23@student.holmesglen
.edu.au

Notifications enabled
You can use this device to approve notifications
to verify your sign-ins

One-time password code

® 753 361

[Q& Enable phone sign-in
Q Change password
R= Update security info

O Review recent activity


https://passwordreset.microsoftonline.com/
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24. Type the one time password code in to the Get
back into your account screen and press Next.

“’.) I‘WE};E::' en
Get back into your account
verification step 1 > unlock your account

Please choose the contact method we should use for verification:

®) Enter a code from my

) Enter the code displayed in your authenticator app
authenticator app

I 753361

25a. If you have forgotten your password you will be
prompted to set a new password. Press Finish to set
the password.

nolmesalen

Get back into your account

verification step 1 v > choose a new password

25b. If you needed to unlock your account, your
account should now be unlocked.

i [¢ }’ esSUie|

Get back into your account
€) Your account has been unlocked

To sign in with your existing password, click here.
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26. Press click here to sign in to your account.

Changing your password

You can change your password via the Microsoft
Authenticator app or you can change it via the
Microsoft portal.

Changing your password via the MS Authenticator app

27. Open the MS Authenticator app on your device,
select Change password and create and confirm
your new password.

28. Your password has been changed.

Changing your password via a browser

29. Open a browser on your device and sign in to
https://myaccount.microsoft.com

30. Select Change password on the Password tile.

Password

QA

Make your password stronger, or change it if
someone else knows it

J CHANGE PASSWORD > |

33. Enter your current password and create and
confirm your new password, then click Submit.
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Change password

User ID
jstudent23@student.holmesglen.edu.au

Old password

Cancel

34. Your password has been changed and you can
close the browser.

.

guhy

Note: Student Passwords must:

- include at least one capital letter (A .. Z)

- include at least one lower case letter (a .. z)

- include at least one symbol character (!,@, #, etc)
- include at least one number (0 .. 9)

- must NOT contain your first or last name

- must be at least 8 characters long

+ cannot be your previous 2 passwords

Need help?

Submit a service desk incident or contact the TSD
Servicedesk on 9564 1625


https://myaccount.microsoft.com/
https://myservicedesk.holmesglen.edu.au/sp?id=sc_cat_item&sys_id=8662ae24db38a700c9212db6149619b3
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