Privacy Policy

PURPOSE

To confirm Holmesglen’s commitment to protecting individuals’ personal information and health
information and outline how we generally handle this information in accordance with our privacy
obligations.

SCOPE

This policy applies to all Holmesglen employees, contractors, volunteers and individuals or
organisations acting on behalf of, or providing services to, Holmesglen.

Exclusions
This policy does not apply to information that is:
] not personal information or health information
= subject to requirements established by other Victorian or Commonwealth legislation
= publicly available, being:
— in a publication and available to the public
— in alibrary, art gallery or museum for reference, study or exhibition purposes
— a public record under the control of the Keeper of Public Records that is available for
inspection.
3. POLICY STATEMENT

Holmesglen collects information using lawful and fair means. Where possible, collection is with the
knowledge and consent of the individual concerned.

Holmesglen respects individuals’ rights to privacy and handles information in accordance with relevant
privacy legislation.

4. PRINCIPLES
Information privacy

4.1. Holmesglen handles information assets about individuals it interacts with to fulfil its objectives
and perform its functions and powers under relevant legislation, including information about
former, current and prospective learners, employees, contractors, volunteers, visitors, members
of the public and other third-parties.

4.2. Holmesglen handles information assets that are personal information or health information in
line with the relevant privacy legislation and privacy principles.

4.3.  When collecting information Holmesglen endeavours to ensure it is accurate and correct.
Individuals are advised of their rights and responsibilities and the intended use of the
information collected (refer to Appendix 1 — Privacy Statement).

4.4, Access to and correction of information is managed under the Freedom of Information Act 1982
(Vic).

4.5. Holmesglen uses collected information for the primary reason it was collected. This may include
disclosing the information to other organisations, such as Victorian or Commonwealth
government bodies where there is a legal obligation to do so. This includes complying with
government funding and contractual arrangements or to administer Commonwealth student
loan schemes.

4.6. Attimes, information collected by Holmesglen may be used or disclosed for a secondary
purpose. If this occurs, Holmesglen will only do so in accordance with legislated requirements.
Where practicable, it will seek the prior consent of the individual concerned.
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4.7. Holmesglen ensures that information it holds is protected from misuse, loss, or unauthorised
access, modification or disclosure. When no longer required, Holmesglen will de-identify or
destroy the information where permitted under record keeping legislation.

Publications

4.8. This Privacy Policy (including Appendix 1 — Privacy Statement) sets out Holmesglen'’s policy on
its management of personal and health information. It is made available to the public in
accordance with the Privacy Principles.

Complaints and investigations
4.9. Holmesglen can receive privacy complaints about information being mishandled.

4.10. Holmesglen will be efficient and fair in investigating and responding to privacy complaints. It will
acknowledge your complaint and respond to you within a reasonable period, including
information about further steps you can take if you are dissatisfied with our response.

4 ACCOUNTABILITIES

Action Accountability

= Ensure the implementation of the requirements of this policy. Executive Director Corporate
. Authorise the publication of relevant information in accordance | @hd Commercial Services
with the Privacy Principles.

- Ensure the provision and management of the ICT infrastructure
for Information Assets.

. Ensure that:

— complaints of mishandling of personal and health
information are managed appropriately in consultation with
the Privacy Officer and relevant stakeholders

— outcomes of complaint resolution processes are

communicated, including options to refer complaints to
external bodies for resolution.

Ensure that: Executive Directors

= employees understand their privacy responsibilities Chief Financial Officer

= approved access to Information Assets is allocated to Chief Information Officer
appropriate Holmesglen users Information Asset Owners

= users are provided with relevant and timely information security
awareness training

= the potential or actual use of personal information is considered
and any risks are identified through a privacy impact
assessment.

. Ensure compliance with privacy obligations in relation to the Information Asset Custodians
handling of information assets held within business systems.

= Ensure Holmesglen’s Privacy Policy and Privacy Principle Privacy Officer
publications are current and accessible to the public.

= Respond to privacy enquiries from employees, learners and
members of the public.

= Encourage and assist employees in complying with the Privacy
Principles.

= Respond to privacy complaints.
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Action Accountability

. Complete assigned Information Security and Privacy modules | All employees
on the HR Learning Management System to ensure an
understanding of key requirements and responsibilities as
outlined in this policy.

= Comply with the Code of Conduct and all relevant policies and

procedures in relation to handling personal and health
information.

= Ensure personal information and health information is updated
as required.

5. DEFINITIONS

Term Meaning

Freedom of The employee authorised by Holmesglen'’s principal officer to make
Information Officer decisions in respect of the Freedom of Information Act 1982 (Vic).
Currently, the Executive Officer Corporate Governance, Risk and Strategy.
Handles / handling In the context of privacy, this means collecting, holding, managing, using,
disclosing or transferring personal information or health information.
Health Information Is defined in the Health Records Act 2001 (Vic) as meaning:
= information or an opinion about:

- the physical, mental or psychological health (at any time) of an
individual; or a disability (at any time) of an individual; or
- an individual’s expressed wishes about health services to be
provided in future to them; or a health service provided or to be
provided to an individual,
= where the information or opinion is also personal information; or other
types of personal information collected:

— to provide or in providing a health service or,

— in connection with the donation, or intended donation, by the
individual or,
- thatis genetic information about an individual in a form which is or
could be predictive of the health (at any time) of the individual.
The definition in the Privacy Act 1988 (Cth) is substantially similar to the
Health Records Act 2001 (Vic).

Health Information includes information about disabilities and medical
conditions and does not need to be recorded.

Information In the privacy context refers to:
. personal information, including sensitive information
. health information

Information assets An identifiable collection of data including, but not limited to, documents,
databases and data files, contracts and agreements, system
documentation, research information, user manuals, training material,
operational or support procedures, business continuity plans and archived
information.

Personal Information Is defined in the Privacy and Data Protection Act 2014 (Vic), including
information or an opinion that is recorded, whether true or not, about an
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Term Meaning

individual whose identity is apparent, or can reasonably be identified, from
the information or opinion.

The definition in the Privacy Act 1988 (Cth) is similar to the Privacy and
Data Protection Act 2014 (Vic), but the information or opinion does not need
to be recorded.

Personal information includes information such as: contact details,
enrolment information, residential information and emergency information.

Privacy legislation Privacy legislation regulates how Holmesglen handles personal information
and health information (subject to legislative requirements). Privacy
legislation consists of:

= For personal information — the Privacy and Data Protection Act 2014
(Vic), including the Information Privacy Principles (IPPs)

= For health information — the Health Records Act 2001 (Vic), including
the Health Privacy Principles (HPPs)

= For personal information collected as a part of Commonwealth
funding or contractual arrangements including administration of
Commonwealth student loan schemes — the Privacy Act 1988 (Cth),
including the Australian Privacy Principles (APPs).

Privacy Officer The employee managing day-to-day privacy matters who is responsible to
the Executive Director, Corporate and Commercial Services for handling
internal and external privacy enquiries, complaints, and providing advice to
other employees. Currently, the Executive Officer Corporate Governance,
Risk and Strategy.

Privacy principles . For the Privacy and Data Protection Act 2014 (Vic) - the Information
Privacy Principles (IPPs)

= For the Health Records Act 2001 (Vic) - the Health Privacy Principles

(HPPs)
= For the Privacy Act 1988 (Cth) - the Australian Privacy Principles
(APPs).
Publicly available Information that is available to the general public or required to be made

available to the general public meaning it is excluded from operation of the
Privacy and Data Protection Act 2014 (Vic) and Health Records Act 2001
(Vic) under the definitions “publicly available information” and “publicly
available health information”.

There is no equivalent for the Privacy Act 1988 (Cth).

Sensitive information Is defined in the Privacy and Data Protection Act 2014 (Vic) as personal
information that is also information or an opinion about an individual’s: racial
or ethnic origin; religious beliefs or affiliations; philosophical beliefs; political
opinions; membership of a political or professional association; membership
of a trade union or association; sexual preferences or practices; or criminal
record.

Information that is confidential or delicate may not necessarily be sensitive
information.

Users Includes Holmesglen employees, contractors, volunteers, individuals
contracted via a third-party agreement or any other persons including
agents and partners in Australia or at off-shore locations who may be
provided with access to Holmesglen Information Assets in accordance with
the Information Security Policy and Records Management Policy.
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6. CONTEXT AND/OR REFERENCED DOCUMENTS

Internal

Code of Conduct

Freedom of Information Policy

Governance Framework Rule

ICT Acceptable Use Policy

Information Security Policy

Records Management Policy

Records Management Policy

Research Policy

Risk Management Rule

External

Charter of Human Rights and Responsibilities Act 2006 (Vic)
Freedom of Information Act 1982 (Vic)

Health Records Act 2001 (Vic)

Higher Education Support Act (HESA) 2003 (Cth).
Public Records Act 1973 (Vic)

Privacy Act 1988 (Cth)

Privacy and Data Protection Act 2014 (Vic)

7. REVIEW
This policy must be reviewed no later than three years from the date of approval.

The policy will remain in force until such time as it has been reviewed and re-approved or rescinded.
The policy may be withdrawn or amended as part of continuous improvement prior to the scheduled
review date.

8. VERSION HISTORY

Version Date Summary of changes

Number

1 March 2020 Change in policy title to reflect underpinning legislation, Privacy and
Data Protection Act 2014 (Vic). Includes references to the Charter of
Human Rights and Responsibilities Act 2006 (Vic), the Public Interest
Disclosures Act 2012 (Vic) and Public Interest Disclosure Act 2013

(Cth).
2 November Terminology updated to reflect Privacy and Data Protection Act 2014
2024 (Vic), Health Records Act 2001 (Vic) and Privacy Act 1988 (Cth)

requirements. Scope of exclusions clarified and all content amended
to accurately reflect legislative obligations and accountabilities.

3 January 2025 | Update to Appendix 1 — Holmesglen Privacy Statement to include use
of the Australian Government Document Verification Service.
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Version Date Summary of changes

Number

4 March 2025 Update to Appendix 1 — Holmesglen Privacy Statement to include the
use of cookies and other technologies and revision of content to
reflect current practices for handling personal and health information
at Holmesglen.
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APPENDIX 1 — HOLMESGLEN PRIVACY STATEMENT

This Privacy Policy applies to Holmesglen Institute and its controlled entities (collectively 'Holmesglen', ‘we’,
‘us’, ‘our’). We respect your right to privacy and this statement outlines how we handle personal information

and health information in line with our obligations under the Privacy and Data Protection Act 2014 (Vic), the

Health Records Act 2001 (Vic) and, to the extent they apply to our activities, the requirements of the Privacy
Act 1988 (Cth).

It applies to all personal information and health information provided to us and information about you obtained
from other sources, including information collected for the purposes of providing and/or administering Victorian
and Commonwealth government subsidies and Commonwealth student loans (including VET Student Loans
and HELP Loans).

Key definitions

In this policy:

. Personal information means information or an opinion that is recorded, whether true or not, about an
individual whose identity is apparent, or can reasonably be identified, from the information or opinion.
personal information includes information such as: contact details, enrolment information, residential
information and emergency information.

. Sensitive Information means personal information that is also information or an opinion about an
individual’s: racial or ethnic origin; religious beliefs or affiliations; philosophical beliefs; political opinions;
membership of a political or professional association; membership of a trade union or association; sexual
preferences or practices; or criminal record.

. Health information means:

- information or an opinion about:

o the physical, mental or psychological health (at any time) of an individual; or a disability (at any
time) of an individual

o an individual’s expressed wishes about health services to be provided in future to them; or a
health service provided or to be provided to an individual

where the information or opinion is also personal information
- other types of personal information collected:
o to provide or in providing a health service
o in connection with the donation, or intended donation, by the individual

o thatis genetic information about an individual in a form which is or could be predictive of the
health (at any time) of the individual.

Individuals from whom we collect personal information

We collect and hold personal information about:

. prospective, current and former learners

. learners’ parents, guardians and care providers

- prospective, current and former employees

] officers, including directors, and external members of committees and other advisory bodies
. employers of apprentices and trainees who are training with us

. personnel of secondary schools who contract us to deliver programs to their students

. attendees who have registered to attend and/or attend our events
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users of our website who complete an online form or otherwise provide us with personal information
through the website

visitors to our campuses
representatives of prospective, current and former industry and community partners

representatives of prospective, current and former suppliers of goods and services to us and on our
behalf

representatives of employers hosting our learners on practical placement or work-integrated learning
volunteers

contractors and third-party providers, including domestic and international education agents
sponsors and donors to Holmesglen

participants in our research projects (please refer to our Research Policy for further information)

other members of the public we are interacting with.

Purposes for which we collect personal information

This information is collected for the purpose of:

delivering and improving educational programs and services

verifying the identity of learners and their eligibility for enrolment into our programs, government funding,
government student loan schemes or a concession fee

enabling individuals to access and use our website and systems

employing individuals and appointing and managing contractors and third-party providers, including
domestic and international education agents

providing fee payment options, including payment plans and Commonwealth student loan schemes
where Holmesglen is an approved provider under relevant legislation

sending messages, reminders, updates and information about our programs, services and events
providing a range of support services to learners and employees

conducting research and evaluation activities including surveys and gathering feedback about your
experience of engaging with us

delivering and managing enrolment, marketing and general administration of Holmesglen
managing contracts for goods and services delivered by us and/or provided to us by third-party providers
maintaining a safe work and learning environment

meeting our wider functional needs, including the objectives, powers and functions under the Education
and Training Reform Act 2006 (Vic) and other relevant legislation

meeting legislative and regulatory obligations.

Types of personal information we collect and hold about you

The type of personal information that we may collect and hold about you will depend on the nature of our
dealings with you. This may include:

identity and contact information (for example, your name, contact details, date of birth, emergency
contacts, driver’s licence, passport, birth certificate, Medicare card)

financial information (for example your tax file number, bank details and superannuation information)
residency and citizenship status

education and training information
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. employment history

. background checks required for employment or enrolment in a course of study (for example Working
with Children Checks and Police Checks)

. location information

- images recorded by security and surveillance systems

. records of complaints, appeals and disciplinary matters

. other personal information that may be required to facilitate your dealings with us, including types of
personal information or health information set out in a collection notice.

Sensitive information

We will not collect sensitive information about you unless:

. you have consented
- collection is required under law
- collection is necessary to prevent or lessen a serious and imminent threat to the life or health of any

individual, where the individual whom the information concerns is either physically or legally incapable of
giving consent to the collection or physically cannot communicate consent to the collection.

Despite the above, we may collect sensitive information about you if the collection:

- is necessary for research, or the compilation or analysis of statistics, relevant to government funded
targeted health, welfare, support or educational services

- is of information relating to your racial or ethnic origin and is collected for the purpose of providing
government funded targeted welfare or educational services

. there is no reasonably practicable alternative to collecting the information for that purpose

. it is impractical for us to seek your consent to the collection.

Types of health information we collect and hold about you

We will collect health information about an individual:

. only if the information is necessary for one or more of our functions or activities and with the consent of
the individual

. pursuant to an exception specified in the Health Records Act 2001 (Vic).

The types of health information we may collect and hold about you may include:
. information collected by us in providing counselling and other support services to you
. information collected in providing emergency responses including first aid

. evidence of your vaccination status where required to undertake or supervise practical placement or
work-integrated learning as required by the host employer

. occupational health records for employees exposed to high-risk environments

. evidence to support return to work arrangements, WorkCover or other insurance claims

. health insurance information for overseas learners
. other health information you provide to us from your health practitioner including medical certificates and
reports.
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Method of collection

We take all reasonable steps to ensure that information collected is:
- necessary for our purposes
- relevant to the purpose of collection

. collected in a lawful and fair way, with consent where reasonably possible and without unreasonable
intrusion

- as up to date and complete as reasonably possible.

Notice of collection

Where we collect your personal information or health information directly from you, we will take reasonable
steps to ensure that you are aware of:

- our identity and contact details

. the fact that you can gain access to the information

. the purpose for which the information is collected (“the primary purpose”)

. to whom (or the types of individuals or organisations to which) we usually disclose information of that
kind, including to parents / guardians (where relevant)

. any law that requires specific information to be collected

. the main consequences (if any) for you if all or part of the information is not collected.

Sources of personal information or health information

Important sources of personal information or health information collected by us include the following.
Learners:

- schools, Victorian Tertiary Admissions Centre (VTAC), its successors and equivalent interstate and
overseas bodies

. other tertiary education institutions and providers

. domestic and international education recruitment agencies

. health practitioners and other agencies supporting learners.

Employees and volunteers:

. previous employers and referees nominated by prospective and current employees
. health practitioners and rehabilitation providers

. employment review assessors

. other government bodies for the purposes of employment eligibility.

Other persons:

- Parents’, guardians’ and/or care providers’ personal information may be collected from learners, as
relevant to the learner’s enrolment.

. Contractor personal information may be collected where required by legislation or where goods and
services are provided to Holmesglen.

We will not collect personal information other than from you or one of the sources outlined above unless:
. prior consent is provided by you
. we are required or authorised to collect the information under legislation or by a court/tribunal order

. it is impractical or unreasonable to obtain your consent.
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Notification of collection through a third party

We will take all reasonable steps to ensure you are aware that personal information has been collected about
you and the circumstances of collection if the:

. information has been collected from another person or entity
- you could not reasonably be expected to know that the information has been collected.

The Notice of Collection above sets out the information that will be provided to you, where practicable.

Use or disclosure

We use or disclose personal information and health information for the reason it was collected (the primary
purpose). In some situations, we may use or disclose personal information or health information for a
secondary purpose. This may occur in the following circumstances.

- You have given your consent for us to use or disclose your personal information or health information (as
applicable) for that secondary purpose.

. The secondary purpose is related to the primary purpose, and a person in a similar situation would
reasonably expect the information to be used or disclosed for that secondary purpose (provided that, for
Sensitive Information or health information, the secondary purpose must be directly related to the
primary purpose).

. Use or disclosure of the personal information or health information is required or authorised by or under
law, such as relevant legislation or a court/tribunal order.

. The use or disclosure is necessary for research or the compilation or analysis of statistics, which is in the
public interest, other than where the information will be disclosed in a publication in a form that identifies
any individual, where:

- itis impracticable for us to seek your consent before the use or disclosure
- in the case of disclosure, we reasonably believe that the recipient will not disclose the information

- for health information, the purpose of the research or compilation or analysis of statistics cannot be
served by information that does not identify you or from which your identity is not reasonably able to
be ascertained and in accordance with the Statutory Guidelines on Research February 2002 issued
under the Health Records Act 2001 (Vic).

. We reasonably believe that the use or disclosure is hecessary to lessen or prevent a serious threat to:
- your life, health, safety or welfare
- public health, public safety or public welfare.

. We have reason to suspect that unlawful activity has been, is being or may be engaged in, and we use
or disclose the personal information or health information as a necessary part of our investigation of the
matter or in reporting our concerns to relevant persons or authorities.

. We reasonably believe that the use or disclosure of personal information or health information is
reasonably necessary for specified types of law enforcement functions conducted by, or on behalf of, a
law enforcement agency.

Learner identity document verification

We are required to check your eligibility to receive government funding, a government student loan scheme
and/or a concession fee. This involves us verifying your identity and other personal information such as your
age, citizenship and concession entitlements. We use the Australian Government Document Verification
Service to check whether the biographic information on your identity document (eg information on your driver’s
licence, passport, birth certificate, Medicare card, Centrelink concession card etc) matches the original record.
We receive a simple ‘yes’ or ‘no’ to the match request.

Using the Document Verification Service means we do not have to make and store copies of these identity
documents, which reduces information security risks and the potential for identity crime.
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We make sure you are aware when we collect your identification information that it will be handled for this
purpose through a specific collection notice displayed in the online my.Holmesglen platform that you use to
manage your enrolment. You will also provide your consent to use and disclosure your identification
information in my.Holmesglen. If you do not provide the requested information and your consent, we will need
to sight and retain a copy of your identity document/s for us to comply with government funding or contractual
agreements. You will be required to attend in person at the Information Office at one of our campuses to do
this. If you do not verify your identity either online or on campus, we will need to reject your enrolment and will
not be able to provide, or continue to provide, any education, training or support services.

Where you provide identity document information and consent to identity document verification, this
information is disclosed to:

. GBG ANZ (GreenlD), an Australian Government approved Gateway Service Provider, who accesses
and uses the Document Verification Service on our behalf and returns the match information

" government bodies and database owners to confirm whether the identity information provided matches
the information they hold. Where the provided information is from an identity document issued by a New
Zealand government body, information will be transferred between Australia and New Zealand to make
an information request and receive an information match result.

We then store a unique identifier provided by the Gateway Service Provider in our student management
system. This is used for audit purposes to evidence we have verified your identity or to follow up with you if the
information is not verified/fails for any reason. We do not store the original identification document number (eg
a concession card, license, Medicare, birth certificate or passport number) in our systems.

You can get further information about our use of the Document Verification Service and how to make a
complaint relating to our collection, use and disclosure of the identification information by contacting our
Privacy Officer (privacy@holmesglen.edu.au). Further information about the Document Verification Service is
also available at the IDMatch website.

Other disclosures
We may also disclose learners’ information to third parties in the following circumstances:

. academic progress information may be disclosed to another tertiary institution or related body as
required where a learner is transferring to a new institution

. personal and enrolment information, including academic results, where learners are undertaking cross-
institutional study, may be disclosed to the relevant institution as required to confirm the learner’s
enrolment or qualification

- personal information may be disclosed to contractors engaged by Holmesglen where this is required for
the services being acquired eg debt recovery services

- personal and enrolment information, including academic results, of apprentices and trainees may be
disclosed to their employer

. personal information and health information may be disclosed to government and regulatory bodies
where this is required under legislation, a court/tribunal order or in compliance with regulatory, funding or
loan arrangements (including HELP and VET Student Loans)

. personal information and health information may be disclosed to external organisations such as
professional bodies or licensing agencies in connection with your studies

. personal information and health information may be disclosed to a third party, including a parent,
guardian or care giver, where learners have provided consent. Current learners can provide consent for
us to disclose information to a third-party by completing our Disclosure of Information Permission Form.

Third parties requesting access to information held about a current, former or prospective learner are
requested to complete the Request to Disclose Student Information Form.
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Direct marketing
We may use or disclose personal information about you for direct marketing activities if:

. we collected the information from you

- you have consented to receive direct marketing or would reasonably expect us to use or disclose your
information for that purpose

. we provide a simple means for you to request that we stop sending direct marketing (also known as
opting out)

. you have not made such a request to us.

We will not use sensitive information for direct marketing without your consent. We will not use health
information for direct marketing.

Data quality

We will take reasonable steps to make sure that the personal information and health information we collect,
use or disclose is accurate, complete and up to date. To ensure quality and accuracy of personal information
and health information, we request that you provide relevant and accurate information and notify us where that
information requires updating as follows:

= prospective domestic learners — Student Recruitment info@holmesglen.edu.au

= prospective overseas learners — International Students and Programs intladmissions@holmesglen.edu.au

= Open Day attendees and other individuals attending Holmesglen events — Marketing Department
marketing@holmesglen.edu.au

= enrolled learners — self-service through MyHolmesglen or Holmesglen Assist assist@holmesglen.edu.au

= learners engaged with support services (eg counselling, welfare, disability, or First Nations support) —
Student Wellbeing or Student Engagement and Equity studentwellbeing@holmesglen.edu.au

= employees — self-service through ADP or Human Resources hrservices@holmesglen.edu.au

= contractors — Procurement Department procurement@holmesglen.edu.au

= creditors and debtors — Finance Department finance@holmesglen.edu.au

= employers of apprentices and trainees — Apprentice Central appcentral@holmesglen.edu.au

= all other individuals — Privacy Officer privacy@holmesglen.edu.au.

Data security

We will take reasonable steps to ensure that the personal information and health information we hold is
protected from misuse, loss, or unauthorised access, modification or disclosure. We incorporate information
security controls to minimise the risk of data loss or misuse by:

. implementing industry-standard security measures, including encryption, firewalls, and access control
mechanisms, to protect information

. ensuring that data creation, storage, and processing occur on approved ICT systems
. providing induction and ongoing information security training for staff

. documenting and assigning security roles and responsibilities to employees with specific information
security functions

. classifying data in accordance with the current Victorian Protective Data Security Guidelines
. conducting risk assessments on information assets containing personally identifiable information
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. ensuring that the disposal of personal information and health information is authorised and complies with
the Privacy and Data Protection Act 2014 (Vic) and the Health Records Act 2001 (Vic)

. requiring that Holmesglen’s partners, contractors, and service providers be bound by Victoria’'s privacy
principles, and ensuring that information exchanged is handled in accordance with security standards,
privacy principles, and contractual agreements.

When handling personal information received from third parties, we do so according to the originator’s
instructions.

If we become aware that your personal information or health information has been inappropriately handled, we
will inform you of the incident and take appropriate action to ensure such mishandling does not occur again.

We will also take reasonable steps to destroy or permanently de-identify personal information and health
information if it is no longer needed for any purpose. This obligation is subject to the Public Records Act 1973
(Vic), which requires us to keep full and accurate records and to retain them for periods of time. Destruction of
personal information and health information will be carried out according to our records management policy.

Transfer of information outside Victoria

We will only transfer personal information or health information about you to someone (other than ourselves or
you) who is outside Victoria if:

. we reasonably believe that the recipient of the information is subject to a law, binding scheme or contract
which effectively upholds principles for fair handling of the information that are substantially similar to the
Information Privacy Principles set out in the Privacy and Data Protection Act 2014 (Vic) or Health Privacy
Principles set out in the Health Records Act 2001 (Vic) (as relevant)

. you consent to the transfer

. the transfer is necessary for the performance of a contract between us or for the implementation of pre-
contractual measures taken in response to your request

. the transfer is necessary for the performance of a contract concluded in your interest between us and a
third party

. all the following apply:
- the transfer is for your benefit;
- it is impracticable to obtain your consent to that transfer
- if it were practicable to obtain that consent, you would likely give it

] we have taken reasonable steps to ensure that the information which it has transferred will not be held,
used or disclosed by the recipient of the personal information inconsistently with the Information Privacy
Principles or Health Privacy Principles (as relevant)

. for health information, the transfer is authorised or required by law.
Openness

This privacy policy is available on our website and upon request to our Privacy Officer
(privacy@holmesglen.edu.au).

If requested, our Privacy Officer will take reasonable steps to let you know, generally, what sort of personal
information and health information we hold, for what purposes, and how we collect, hold, use and disclose that
information.

Access to and correction of information

We are subject to the Freedom of Information Act 1982 (Vic) and are required to manage requests for access
to and correction of personal information and health information under that legislation. Please refer to our
Freedom of Information policy or contact the Freedom of Information Officer for further assistance on
foi@holmesglen.edu.au.
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Unique identifiers

We assign unique identifiers to employees and learners, which are necessary for us to carry out our functions
efficiently.

All learners undertaking study in a nationally recognised course will need to have a Unique Student Identifier
(USI), as required by the Australian Government. More information is accessible from the Australian
Government US| Website

We will not adopt a unique identifier of an individual that has been assigned by another organisation. However,
we may collect and store unique identifiers used by other organisations. These may be included in reports to
relevant Commonwealth and Victorian departments and agencies.

Anonymity

You may, in some circumstances where it is lawful and practicable, be able to request and receive information
from us anonymously.

We will not be able to offer anonymity if:

. we are required or authorised by law, including by a court or tribunal order, to deal with certain
individuals; or

. it is impractical for us to deal with individuals who have not identified themselves.

Cookies and other technologies
This section describes what cookies are; how we use cookies, and how to manage cookies.

We use cookies, web beacons and similar technologies (collectively, "cookies") to improve your experience
with us. We use cookies on our website and to automatically collect information from you.

What are cookies?

Cookies are small text files consisting of letters and numbers. These are sent from Holmesglen's or our
partners’ web servers and stored on your device as described below. We use several types of cookies:

. session cookies are temporary cookie files that expire when you close your web browser
- persistent cookies are cookie files that remain until you erase them or they expire

. first-party cookies are cookies that are used by Holmesglen

. third-party cookies are cookies set by a third-party site.

Web beacons are small transparent graphic images that may be in emails we send to you.

Other similar technologies that we use are technologies that store information in your browser or on your
device in a manner similar to cookies and web beacons.

Cookies enable our website and services to remember your actions and preferences (such as login, language
and other preferences) over time, so you don’t have to keep re-entering them whenever you come back or
browse from one page to another.

What types of cookies do we use?

The cookies we use typically enhance our services to you. Some of our services need cookies to work, others
simply make our services easier for you. In general, we use the following types of cookies:

. essential cookies, which are essential to provide you with services you have requested. For example,
these include the cookies that make it possible for the website to deliver fast webpage loading speeds
and enhance security for users. If you set your browser to block these cookies, these functions and
services will not work for you

. performance cookies, which measure how often you visit our sites and how you use them. We use this
information to get a better sense of how our users engage with our website, and to improve our website,
so that users have a better experience. For example, we collect information about which of our pages
are most frequently visited, and by which types of users. We also use third-party cookies to help with
performance, such as Google Analytics, which gives us information on your journey between pages, our
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website performance and the effectiveness of our digital campaigns. Other examples of third-party
cookies we may use include Microsoft Clarity and Hotjar, which help us understand how you interact with
our pages and improve our website

. preference cookies, which are used to recognise you and remember your preferences or settings when
you return to our site, so that we can provide you with a more personalised experience. A mix of first-
party and third-party functionality cookies are used

. security related cookies, which keep our services and your data safe and secure, such as by helping us
detect fraud and guarding your data

. marketing cookies, which are used to collect information about your visit to our website, the content you
have viewed, the links you have followed and information about your web browser, device and IP
address. We have set out more details on these types of cookies below.

Marketing cookies

Holmesglen uses marketing cookies to personalise and improve your experience on our website, in marketing
emails, and in third-party advertising. These cookies allow us to display more relevant advertising to people
who visit our website by showing you advertisements that are based on your browsing patterns and the way
you have interacted with our website.

The advertising techniques we use do not collect information such as your name, email address, postal
address or phone number. We sometimes use information such as your IP address and browser type. We may
also share some limited aspects of this information with third parties for advertising purposes.

We may also share online data collected through cookies and similar technology with our advertising partners.
This means that when you are on another website or app (for example, Facebook and Instagram), you may be
shown advertising based on your browsing patterns on our website. We may also show you advertising on our
website based on your browsing patterns on other websites or apps (including Facebook and Instagram) that
we have obtained from our advertising partners.

How can you control Holmesglen's use of cookies?

Your browser or device will typically offer settings regarding the use and scope of cookies, as well as cookies
currently stored. Please see your browser’s or device’s reference information to learn how to adjust your
settings. For example, you may be able to block all cookies, accept only first-party cookies, or delete or
uninstall all cookies upon exiting your browser.

Please be aware that you may not benefit from some of our website services if you uninstall a cookie or
prevent cookies from being installed on your browser or device.

Information privacy enquiries

If you would like more information about any aspect of this policy, please contact our Privacy Officer via email:
privacy@holmesglen.edu.au or writing to the Privacy Officer, PO Box 42, Holmesglen, VIC, 3148.

Breaches of this policy

In the first instance, alleged privacy breaches or complaints about the way we have handled your personal
information and/or health information should be referred to the area where you initially lodged the information.

If a satisfactory resolution cannot be reached at this level, the alleged breach or complaint should be submitted
in writing to our Privacy Officer (privacy@holmesglen.edu.au ). All matters received through this process will
be managed in accordance with Holmesglen’s complaint resolution process.
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